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Effects of the GDPR:
Are You Ready?

What Is the GDPR?

The European Union’s Gen-
eral Data Protection Regulation, or
“GDPR,” came into effect on May 25,
2018, causing a scramble of compa-
nies to update their privacy policies.
Sales representatives who believe the
regulation does not affect them be-
cause they are not located in a Eu-
ropean Union country are gravely
mistaken. Another common mistak-
en beliefis that the GDPR only affects
heavily technology-based companies
or processes. However, the GDPR is
technology neutral and those that
process data through physical pa-
per are equally affected. Thus, the
reach of the GDPR is much broader
than many believe; it regulates any-
one who processes the personal data
of a citizen of the European Union,
regardless of whether it is processed
though automated or manual means.
Due to the amount of contact infor-
mation that sales representatives col-
lect, they need to be aware of how
that data collection is regulated un-
der the GDPR.

The GDPR outlines its purposes
and principles in Article 5, focusing
the brunt of its force on transpar-
ency and limitations in data process-
ing and usage, accuracy of the data,
confidentiality precautions, and ac-
countability in compliance. The reg-
ulation empowers consumers with
rights to their data such as the right
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to know who is processing their data,
and why, as well as the right to have
their data deleted.

Why Do I Care?

In contrast to United States priva-
cy laws, the collection of data under
the GDPR is strictly regulated and
carries serious penalties. The GDPR
distinguishes its rules between data
controllers, those who determine the
purpose and means of processing of
personal data, and data processors,
those who process data on behalf
of the controller. Under the regula-
tion, sales representatives are seen
as data controllers, and thus bear
the full weight of the GDPR’s rules.
A violation by a non-compliant data
controller carries a maximum fine of
up to EUR 20 million or four percent
of your company’s global turnover
depending on the breach. Because
of how new the regulation is, there
is little authority on how the regula-
tion’s text will be interpreted and ap-
plied; thus, caution is key.

What Do I Need to Do?

Sales representatives should revis-
it where their data came from, purge
any data they no longer require, and
evaluate how they process data to en-
sure their acts are compliant. There
are six lawful ways to process per-
sonal data under the GDPR, howev-
er, the most relevant means of lawful
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In contrast to United States privacy laws,
the collection of data under the GDPR is strictly
regulated and carries serious penalties.

processing for sales representatives
include the following: (1) when the
data subject has given consent for the
purpose; or (2) when processing is
necessary for purposes of “legitimate
interests” pursued by the controller
except when the interests or rights of
the data subject are greater.
Lawfulness through consent must
be proven, affirmative, freely given,
and ongoing. Ensure that you have

appropriate documentation when
consent is given and document if and
when consent is withdrawn. Consent
is limited and sales representatives
must be careful to only process data
within the purpose of the consent
given by the data subject. Processing
data outside the scope of consent is
considered a breach of responsibil-
ity. Special categories of personal
data (e.g. biometric data, personal

data revealing race or religious be-
liefs, etc.) are under stricter scrutiny
and are generally prohibited from
processing unless certain conditions
are met.

When lawfulness is claimed
through processing due to “legiti-
mate interests” sales representatives
must provide the data subject with
information regarding the usage at
the time the data is collected, (e.g.,
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Processing data outside the
scope of consent is considered a
breach of responsibility.

how long the data will be stored, the
purpose of the processing, where to
file a complaint, etc.). Keep in mind
that although you may have a legiti-
mate interest, such as direct market-
ing purposes, lawfulness depends on
any objections that the data subject
might have. The GDPR allows data
subjects to object to a legitimate in-
terest regarding his or her particular
situation. Again, because of the age
of the regulation, it is difficult to pre-
dict how the two conflicting inter-
ests will play out in the legal arena,
however, the repercussions here are
comparatively light such as prohibit-
ing the data to be processed for the
argued purpose(s).

Although consent and transpar-
ency are the best measures to take to
remain compliant with the GDPR,
caution is the best practice. If in
doubt, contact your legal represen-
tative or data protection officer re-
garding how you process your data.
Genuine attempts to comply with
the law will help you in the eyes of
regulators. While a violation of the
GDPR can result in crippling fines, it
can also create public relations issues
concerning both your own reputa-
tion as well as the company’s.

MANA welcomes your comments on
this article. Write to us at mana@
manaonline.org.
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